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Abstract

Cybercrime is recognized as any crime related to computers and the internet. It involves
attacks on information about individuals, companies, or governments. When individuals are the
primary target, their computers are used as tools in cybercrime. Cybercrimes also include
traditional crimes committed with internet access. For example, telemarketing, internet fraud,
identity theft, and credit card fraud are current examples of cybercrimes. In other words,
cybercrime can be classified as an act of violence carried out using any device with internet
access. Billions of robocalls are made around the world every month. Thanks to technology,
telemarketers and scammers can make robocalls over the internet. Some robocalls may offer
useful information, such as appointment reminders or canceled flights. However, they primarily
aim to sell you something, and many of them are scams. When these calls are made, the caller
often hides behind various excuses.
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Robocall hiicumlariin tahlili: bu tahliikkadon qorunma metodlar
T.S. 9lakbarova, R.M. Haciyev

Azarbaycan Texnologiya Universiteti (Ganca, Azorbaycan)

Xiilasa

Mogalada kibercinayatkarliq masalalori, kompiiter vo internetlo bagli cinayatlor aragdirilib. Bu
fordlor, sirkatlor vo ya hokumatlor hagqinda malumatlara hiicumlari ohats edir. Fordlor asas hadof olduqda,
onlarin kompiiterlori kibercinayotkarliqda alst kimi istifads olunur. Kibercinayotlora interneto ¢ixigla
toradilon anonavi cinayatlor do daxildir. Masalan, telemarketing, internet firildaggiligi, saxsiyyat ogurlugu
vo kredit kart1 firildaglart kibercinayastlorin cari niimunslaridir. Bagqa sozlo, kibercinayet internets ¢ixist
olan istonilon cihazdan istifado etmokls hayata kegirilon zorakiliq akti kimi tasnif edils bilor. Diinyada hor
ay milyardlarla robot zong edilir. Texnologiya sayassindo telemarketlor vo firildaggilar internet tizerindon
robot zanglar eda bilorlor. Bazi robot zonglor goriis xatirlatmalari vo ya lagv edilmis uguslar kimi faydali
molumatlar toklif eds bilor. Moaqalods robot zeng hiicumlarinin miixtslif novleri sadalanib, onlardan
gorunma {isullar tosvir edilib.

Acar sozlor:  internet, virtual sobakalar, kiberhiicum, kibercinayst, robot zong.

AHaJIU3 aTak po00TOB-BbI30BOB: METO/IbI 321UTHI OT YTPO3bl
T.I. Anexkneposa, P.M. I'ax:xuen

Aszepbatiosicanckuti mexnoaocuseckuul yrusepcumem (I sanoorca, Azepbaiiosrcan)

AHHOTAUA

B crarbe paccMaTpuBarOTCs BOIPOCHI KHOEPIPECTYIMHOCTH — MPECTYIUICHUH, CBSI3aHHBIX C
KoMITbIoTepaMu U MHTEepHETOM. DTO BKJIIOYAaeT B ce0s aTaku Ha WHGPOPMAIMIO 00 OTACIHHBIX JHUIAX,
KOMITAHMSIX UM TPABUTEILCTBAX. KubOepnpecTymieHns TakKe BKIIIOYAIOT TPAIUIIMOHHBIC TPECTYIUICHHUS,
coBepiaeMbie ¢ joctynioM B MuTepHeT. COBpEeMEHHBIMH NPUMEpPaMHM KHOEPIIPECTYIUICHUH SBJISIOTCS
TeJIeMapKETHHT, HHTEPHET-MOIIIEHHUYECTBO, Kpa)ka JIMYHBIX JAHHBIX W MOIIEHHUYECTBO C KPETUTHBIMHU
kaptamu. KubepnpecTymHOCTh MOXHO KiIacCH(PHUIIMPOBAaTh KaKk aKT HACHJIHMS, COBEPIIAacMBIA ¢
WCIIONIb30BAaHUEM JIIO0OTO ycTpolictBa ¢ nocrynoM B HuatepHer. Ilo Bcemy MHpy coBepmiaroTcs
MUJUTMAPIbl 3BOHKOB OT po0OTOB. biiarojapsi TEXHOJIOTHSM TelIeMapKETepbl W MOIICHHUKA MOTYT
COBEpIIaTh 3BOHKH depe3 MuTepHeT. B cTaThe MpHUBOIATCS pa3IMIHBIE THUIBI aTak pOOOTOB-BHI30BOB U
OIIMCBIBAIOTCS METO/IbI 3AIUTHI.

KiroueBble ciioBa: I/IHTepHeT, BUPTYAJIbHBIC CCTH, Kn6epaTaKa, KI/I6CpHpeCTy1'IHOCTB, p06OT-BLIBOB.
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Introduction

Developments in information and
communication technology have provided
advantages such as communication, quick
access to information, and global trade.
Additionally, both individuals and institutions
face new  economic lifestyles and
opportunities, which come with certain
challenges. Information, particularly internet
technologies, has become essential in every
field, especially in business, where they are
increasingly used to remain competitive,
ensure sustainability, and facilitate easy access
to new economic advantages [1]. Instant
access to products and services over the
internet has enhanced the functionality and
efficiency of organizations across all sectors,
including production and inventory control, as
well as supply chain management, especially
in trade.

However, alongside these positive
impacts, the wuse of the internet and
information technologies also brings cyber
threats and attacks aimed at accessing
databases where production and stored data
reside. The types and applications of these
attacks are constantly evolving, and they are
expected to manifest more destructively in the
near future.

Nevertheless, businesses have limited
information about the potential damage they
may face and often lack adequate protection
against cyber threats and attacks. Information
systems have created significant environments
and opportunities for terrorist organizations
and cybercriminals to engage in illegal
activities, leading to new avenues for illicit
revenue [2].

Attacks on government agencies, private
organizations, and individual information
systems pose a threat to our country, as they
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do worldwide. Attacks from hackers and
cyberterrorist organizations can harm many
sectors and significantly damage the national
economy. Despite the fact that cyberattacks
and threats are dangers for all sectors, a lack
of awareness about cyberattacks and the
failure to implement necessary precautionary
measures highlight the seriousness of this
threat. [3]

Robocall Attack. A robocall refers to
calls made automatically by a computer
system that share pre-recorded messages. In
the past, robocalls were primarily associated
with telemarketing, political messages, and
surveys conducted by election candidates.
However, they have become particularly
notorious in the U.S. for capturing individuals'
personal  information  through  phone
conversations and using it for malicious
purposes [4]. Automatic bot calls are also
referred to as spam calls or fake calls.

While there may be beneficial uses for
automatic calls, such as informing a
company's users or school parents, or
notifying the public in emergencies, fake spam
calls receive backlash in many different parts
of the world due to their fraudulent nature.

This system is becoming increasingly
prevalent because searches can be easily
conducted using software that even someone
with limited technical knowledge can operate,
thanks to low costs associated with searching.
The virtually zero barriers to entry mean that
anyone with malicious intent can easily utilize
this system.

What makes fake calls particularly
dangerous is the ability of relevant software to
display the calls as coming from completely
different numbers. VolP (Voice over IP)
technology allows users to change their
number from anywhere in the world, making it
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seem as if they are calling from the desired
country [5]. For example, a scammer on the
other side of the world can manipulate the
system to make it appear as though they are
calling from your bank in your country. This
can lead to people answering calls they would
typically ignore, putting them at greater risk of
falling victim to scams.

Key Features of Robocall Attacks:
Robocall attacks involve mass calling
campaigns conducted through automated
phone calls. These calls are typically used for
various purposes, such as advertising, fraud,
political campaigns, and more. Many robocall
attacks are illegal or unwanted, causing
significant distress for users.

We can divide the key features of
robocall attacks into 8 parts.

1. Automated Calls. Robocalls are
executed with the help of automated systems.
These systems can make thousands of calls
quickly through computers programmed with
specific algorithms or automatic calling
applications installed on phones. These calls
are carried out using pre-recorded messages,
which typically include sales offers, surveys,
advertisements, political messages, and more.

2. Fake Numbers. Robocalls often use
"caller ID spoofing” technology to execute
attacks. This technology displays a fake
number as the one receiving the call. By doing
this, the caller hides their real number and
shows familiar or local numbers to convince
users to answer the call. This increases the
likelihood that users will pick up the call and
trust the incoming number.

3. Fraud. Statistics indicate that the
majority of robocalls are intended for
fraudulent purposes. These calls often present
users with various scam schemes, the most
common of which include:
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e Notifications about fake lotteries or
prizes.

e Phishing attack calls aimed at stealing
bank or financial information.

eFake notices related to tax debts or
legal issues.

e Offers of counterfeit
services.

eScammers pressure users to take
immediate action, such as demanding payment
quickly because an offer is about to expire or
requesting credit card information under the
pretext of protecting personal data.

4. Advertising. While some robocalls
may be legal, advertising calls made without
users' consent are considered illegal. These
calls promote products or services. When
users opt out of such calls, the calling
company is required to honor that request, but
this rule is not always followed. Despite
numerous complaints, these calls may
continue. Sometimes, incoming calls appear to
come from a legitimate company number but
are actually made by a scammer.

5. Political Campaigns. During election
periods, political parties or candidates use
robocalls to disseminate their messages and
engage with voters. These calls provide
detailed information about the candidates,
solicit support for campaigns, and share
information about election dates and polling
locations. While these calls may be legal in
some instances, they are often unwanted and
can cause annoyance.

6. Surveys and Polls. Some robocalls
ask users to participate in surveys and polls.
During these calls, users are asked questions
on various topics and their opinions on those
questions are solicited. These calls are often
used to gather information for commercial
purposes.

products or
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7. Security and Privacy Risks.

Phishing: Robocall attacks often present
users with various fraudulent scenarios to steal
their personal information (e.g., social media
accounts, bank details, credit card numbers,
etc.). Scammers frequently impersonate
representatives  of  banks,  government
organizations, or well-known companies.

Vishing (Voice Phishing): This type of
attack is a form of phishing conducted through
voice calls. Users are asked to provide
confidential information (e.g.,, the CVV
number of a bank card), which is then used for
fraudulent purposes.

8. Legal and Regulatory Measures.
Various countries have laws and regulatory
measures in place to combat robocall attacks,
and these are continually developed to meet
demand. For example, in the United States, the
Federal Trade Commission (FTC) and the
Federal Communications Commission (FCC)
implement various rules and penalties to
address robocalls. Other countries have
enacted similar laws. In Azerbaijan, the
existing laws include the following.

Robocall attacks remain a significant
issue in today's world, and addressing this
problem requires collaborative efforts from
both users and legislative  bodies.
Strengthening this fight is possible through
technological solutions, legal measures, and
public awareness campaigns.

Methods  for  Protecting  Against
Robocall Attacks. As the name suggests, a
robocall comes from a computerized
automated caller, functioning like a robot.
These calls often offer pre-recorded messages
to promote political campaigns, telemarketing,
or public service announcements.
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Telemarketing calls, also known as
internal sales, come from vendors or services
encouraging consumers to purchase their
products, while spam calls are a general term
for unwanted calls that originate from
suspicious numbers [6].

Robocalls designed to deceive people
are illegal worldwide. In January 2020, the
U.S. Congress passed the TRACED Act,
which  expands the  Federal Trade
Commission's mandate to combat spam calls
with bipartisan support. This law increases
penalties for robocalls from $1,500 to up to
$10,000 per spam call.

According to an industry report by
Truecaller, fraud attempts and financial scams
are the most common reasons behind the
majority of these calls. Spam calls lead to one
in ten Americans losing money to phone
scams.

According to data from the call
protection company "First Orion," half of the
calls received in 2019 were spam or
automated calls. This highlights the need for
more effective methods to block automated
calls.

The identification and classification of
various types of cybercrimes is an interesting
topic for researchers for several reasons. One
of the primary reasons is to provide a general
definition of the concept of cybercrime [7].

Secondly, having a precise definition of
what cybercrime results in helps researchers
and practitioners determine the scope of the
problem to be addressed.  Thirdly,
understanding the various aspects of
cybercrime (such as distinguishing between
the "technical™ and "human" dimensions of
cybercrime) can assist law enforcement and
criminal justice agencies in investigating,
combating, and preventing such crimes.
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cybercriminality and develop timely solutions. article.
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